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Abstract—Confidential computing has gained widespread in-
dustry adoption in recent years. AMD SEV-SNP is a widely
used solution for enabling confidential computing in the cloud
in the form of confidential virtual machines (CVMs). It
strictly isolates CVMs from the hypervisor and each other.
However, this strict isolation precludes fundamental shared
memory primitives, preventing efficient deployment of data-
intensive, multi-tenant workloads. Without shared memory,
large datasets must be duplicated across isolated instances,
leading to memory bloat.

While recent research proposes firmware extensions to en-
able shared memory on emerging architectures like Arm CCA,
enabling confidential shared memory on widely deployed x86
trusted execution environments (TEEs) like AMD SEV-SNP
without hardware modifications has remained an open prob-
lem. To solve this, we present L.OCI, a system that introduces
SubVMs to enable secure, confidential shared memory regions
on AMD SEV-SNP. By leveraging a novel observation regard-
ing the virtual machine privilege level (VMPL) permission
hierarchy, LocI allows multiple mutually distrusting SubVMs
to map and operate on shared memory securely. Crucially,
Loct extends this shared memory domain beyond CPU cores
by integrating with SEV-TIO, securely attaching hardware
accelerators to SubVMs natively at the VMPL boundary.

We evaluate LoCI using large language model (LLM)
inference as a representative workload that uses our confiden-
tial shared memory primitive. Operating on unmodified LLM
applications across eight models, LOCI proves highly efficient:
it reduces main memory capacity requirements by 2.77x on
average. At the same time, LOCI does not negatively impact
performance and may improve it by leveraging shared caching
benefits.

Index Terms—confidential computing, confidential virtual ma-
chines, memory sharing, trusted execution environments, vir-
tualization.

1. Introduction

Confidential computing has emerged as a crucial tech-
nology for securing cloud deployments, enabling users to
protect their sensitive data and proprietary code from un-
trusted cloud providers and co-tenants. Modern hardware
trusted execution environments (TEEs), such as AMD SEV-
SNP [1], Intel TDX [2]], and Arm CCA [3]], facilitate this
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by providing hardware-isolated confidential virtual machines
(CVMs). Major cloud platforms rapidly adopted these tech-
nologies to offer secure VM-based hosting and confidential
containers [4]-[7].

However, the strict memory isolation that underpins the
security of CVMs introduces fundamental systems chal-
lenges. Unlike traditional VMs, which routinely leverage
memory deduplication (e.g., Linux kernel samepage merg-
ing (KSM)) and shared memory abstractions to reduce
capacity requirements, CVMs cannot efficiently share pri-
vate memory with each other. Each CVM instance must
independently load its execution environment and necessary
datasets into its isolated memory space. For data-intensive
microservices and serverless architectures, where multiple
instances often rely on the same underlying read-only state,
this lack of shared memory leads to severe memory bloat
and high cold-start latencies [S], [9].

Furthermore, modern cloud workloads are highly het-
erogeneous, increasingly relying on hardware accelerators
like GPUs to meet computational demands. New extensions
like AMD SEV-TIO aim to securely bind accelerators to
CVMs. The absence of secure shared memory primitives ex-
acerbates inefficiencies in these heterogeneous deployments.
Data must be redundantly loaded across isolated CVMs
before being dispatched to accelerators, bottlenecking both
memory capacity and system performance.

Existing approaches to enable shared memory for TEEs
fall short for these demanding deployments. Sharing via
the untrusted host’s memory violates confidentiality and
integrity guarantees. Alternative software-based techniques,
such as bounce buffers, preserve security but introduce
prohibitive access latencies due to runtime encryption and
copying overheads. While secure shared memory views have
been explored on academic RISC-V platforms [10], [11]], no
equivalent capability exists on the commodity x86 or Arm
TEEs offered by public clouds today.

We investigate AMD SEV-SNP to determine if we can
construct a confidential shared memory primitive without
modifying the hardware. SEV-SNP introduces virtual ma-
chine privilege levels (VMPLs) to divide a single CVM’s
memory into hierarchical trust domains (e.g., VMPLO for
a secure virtual machine service module (SVSM), VMPL1
for the guest OS). Several prior works observed that higher-
privilege VMPLs can access the memory of lower-privilege
VMPLs [12]-[14], suggesting that VMPL-based memory
lacks the strict mutual isolation required to securely share
data between distinct, untrusting instances.



In this paper, we make a novel observation regarding the
VMPL permission model: while a more privileged VMPL
can reduce the memory permissions of a less privileged
VMPL (e.g., changing rwx to rw-), it can never escalate
them. By carefully managing these one-way permission tran-
sitions, we can safely enforce confidential shared memory
views across different VMPLs. Even if a privileged VMPL
acts maliciously, it can only revoke access but cannot com-
promise the confidentiality or integrity of the shared data.
When the hypervisor forwards the resulting fault, a trusted
SVSM can detect the revocation and stop the offending
SubVM.

Based on this insight, we present LOCI, a system that
introduces the abstraction of SubVMs to enable secure,
hardware-isolated shared memory on AMD SEV-SNP. LocI
uses the highest privilege level (VMPLO) to run a trusted
SVSM. This SVSM creates and manages up to three mutu-
ally distrusting SubVMs in VMPLs 1-3 and enables secure
confidential memory sharing between SubVMs through its
APIs. Crucially, LoCI extends this shared memory abstrac-
tion to heterogeneous devices by integrating with SEV-
TIO, allowing hardware accelerators to be securely attached
directly to SubVMs and operate on the shared memory
regions. While our design supports SEV-TIO, we do not
empirically evaluate this support because compatible accel-
erators are unavailable at the time of writing.

To evaluate LoCI, we use large language model (LLM)
inference as a representative heterogeneous, data-intensive
workload. LLM inference exemplifies the need for scal-
able CVMs, massive shared datasets (model weights), and
accelerator integration. We implement LOCI with minimal
changes to the existing AMD SEV-SNP stack, adding 3717
lines of code (LoC) to the shared trusted computing base
(TCB) of Coconut SVSM [15] and ~ 2100 LoC to the
Linux kernel for SubVM support. Figure [I] shows an ar-
chitectural overview of the LOCI case studies, in which we
use confidential memory sharing to reduce system memory
pressure.

Results. We execute unmodified 11ama.cpp workloads
across eight popular open LLMs (ranging from 3B to 33B
parameters). LOCI achieves inference performance compa-
rable to baseline CVM execution while drastically reduc-
ing overheads. By enabling memory sharing, LOCI reduces
memory capacity requirements by ~ 2.77x on average and
enables near-instant spin-up compared to loading duplicate
models. Furthermore, by exploiting the shared memory ar-
chitecture to optimize data locality, LOCI achieves up to a
9.36% performance improvement over standard CVMs.

Loci1 makes the following contributions:

e Observation. We identify a crucial property of the
AMD SEV-SNP VMPL permission hierarchy that
allows the creation of fully isolated entities.

e SubVMs. Based on the previous observation, we
design a novel abstraction we call SubVMs, which
allows running up to three mutually distrusting ker-
nels inside a single SEV-SNP CVM.
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Figure 1: Case study: (a) Memory duplication across three
CVMs running the same LLM model. (b) Memory sharing
for an LLM model.

e Memory Sharing. We enable memory sharing across
mutually distrusting SubVMs and securely integrate
heterogeneous accelerators via SEV-TIO, reducing
memory capacity requirements.

e Evaluation. Using LLM inference as a demanding
case study, we demonstrate that LOCT scales effi-
ciently across eight diverse models, matching base-
line performance, enabling 9.36% locality-driven
speedups, and reducing the memory footprint by a
factor of 2.77.

2. Background

We introduce the relevant background for LOCI.

AMD SEV-SNP. AMD SEV-SNP is a hardware feature
that enables CVMs. SEV-SNP ensures the confidentiality
and integrity of CVM code and data in the presence of an
untrusted hypervisor. It adds several new platform features
to achieve these security guarantees [1[]. With SEV-SNP, the
hypervisor continues to manage the VM (e.g., scheduling,
memory management) using the virtual machine control
block (VMCB). The VMCB contains two distinct areas:
a hypervisor-managed control area and a guest-managed
encrypted save area (VMSA). The hypervisor control area
holds CVM-related data such as the interrupt vectors, nested
cr3 values, instruction intercept bits, and the physical
address of the VMSA. The VMSA contains the encrypted
guest state and is used by microcode to restore the guest’s
context on vmrun. In SEV-SNP, the hypervisor controls the
second-level translation tables for the CVMs. To isolate the
CVMs and ensure integrity, SEV-SNP introduces a reverse
map table (RMP). The RMP validates every memory read
and write and ensures a binding between guest physical
and host physical addresses. Without the RMP, the binding
does not exist, and a hypervisor can mount remapping
attacks [[16].

Virtual machine privilege levels (VMPLs). SEV-SNP in-
troduces VMPLs to partition the physical address space of
SNP guests, where each VMPL has a dedicated permission
view of the memory. Each VMPL implements kernel mode
(CPLO) as well as user mode (CPL3). Currently, AMD
supports four different VMPLs within one CVM. AMD
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Figure 2: Overview of an SEV-SNP vCPU.

reuses the RMP to isolate VMPLs from each other. The
RMP checks memory accesses by VMPLs (read, write,
execute) and determines whether the access is allowed or
not. The lower the VMPL number, the greater the privi-
lege: VMPLO is the most privileged, while VMPL3 is the
least privileged. A more privileged VMPL can modify the
memory permissions of a less privileged VMPL as long
as its page permissions are greater than or equal to the
newly specified ones for the less privileged VMPL. LOCTI’s
security model is based on this nuanced but important detail.
The VMPLs are defined by a field within the VMSA. The
untrusted hypervisor switches VMSAs to run the guest at
different VMPLs. Hardware loads and saves the state of each
VMPL using its respective VMSA. A numerically lower
VMPL can use the RMPADJUST instruction to modify the
permissions of a numerically higher VMPL. Notably, a
more privileged VMPL can always revoke the permissions
of a less privileged VMPL by setting the permission bit to
zero (Figure c)). For instance, if VMPLI1 has only read
permissions for the page at address 0x1000, it can grant
numerically higher VMPLs (e.g., VMPL3) only read access
to page 0x1000. Using RMPADJUST to grant write access
for this page will result in the instruction returning an error
code to the caller [17].

SEV-Trusted I/0. AMD recently introduced SEV-Trusted
1/0, TIO for short, which enables accelerators to be attached
to SEV-SNP CVMs. TIO allows attached accelerators to
directly access the CVM’s encrypted memory. Furthermore,
TIO also enables attaching the accelerators at VMPL gran-
ularity within each CVM [18].

Virtual CPUs (vCPUs). Hypervisors use vCPUs as an
abstraction to manage different types of hardware virtu-
alization implementations. A vCPU provides a high-level
interface to one virtual machine control block (VMCB)
for AMD SEV-SNP. Each VMCB can be associated with
up to four different virtual machine save areas (VMSAs),
representing the four VMPLs implemented. The VMSA
contains the register state of the respective VMPL while
that VMPL is not running. When scheduling the vCPU,
the hypervisor decides which VMPL is entered by choosing
the corresponding VMSA. Hypervisors use vCPUs to assign
stateful information to different VMCBs; this information is
not directly needed for hardware execution. The hypervisor
allocates one vCPU for each virtual machine core and enters
the virtual machine to execute on a per-vCPU basis. All
vCPUs belonging to the same virtual machine share the
same guest physical address space.

SVSMs and Paravisors. A secure virtual machine service

module (SVSM) runs within a CVM at a higher privilege
level than the guest OS and provides services through an
interface used by an enlightened guest (i.e., a guest aware of
that interface) [|19]. Coconut SVSM is an independent open-
source project that provides such services on AMD SEV-
SNP and can be used with Linux as both hypervisor and
guest [15]]. A paravisor supports unenlightened guests inside
a CVM by handling confidential-computing functionality on
their behalf [12]]. Microsoft’s OpenHCL is an open-source
paravisor [20]]. LocCI extends its services for enlightened
SubVM guests.

Core compute complex (CCX) blocks. AMD platforms
consist of core compute complex (CCX) blocks. For Zen
4, these blocks include eight physical cores and up to 16
hyperthreads. Up to 12 CCX blocks are connected through
an interconnect. Each CCX block has its own L3 cache
slice. Within a CCX, all cores access the same physical L3
cache, while inter-CCX cache accesses incur higher latency
because the cache is physically farther away. In certain
scenarios, filling the cache from another CCX may be more
expensive than fetching the data from DRAM [21]. In the
default SEV-SNP setting, if the hypervisor schedules two
CVMs on the same CCX, they will share the caches, making
side-channel attacks possible.

3. Overview

We introduce SubVMs for confidential shared memory.

3.1. SubVMs

A SubVM is essentially a guest VM image, compris-
ing the guest OS kernel, drivers, user libraries, application
binaries, etc. Figure b) shows how LOCI uses confiden-
tial shared memory to share an LLM model among three
SubVMs. If three SubVMs map the same 12 GB model,
we reduce the memory capacity requirement from 36 GB to
12 GB (i.e., by a factor of three). The runtime performance
is not adversely impacted.

The private memory regions of the SubVMs (e.g., code,
inputs, outputs, and intermediate data) are fully isolated
from one another. Since SubVMs have kernel space, they
can run accelerator drivers. In combination with SEV-TIO,
SubVMs can attach dedicated GPUs for exclusive use. At
the same time, LOCI also enables the sharing of memory by
exposing a trusted API to the SubVMs. The SubVMs can
use the API to map shared memory regions. LOCI allows
the creation of an arbitrary number of secure shared memory
regions between SubVMs.

LocT ensures the separation of SubVMs by using the
VMPL feature of SEV-SNP. LoCI runs SubVMs in VMPL1,
VMPL2, and VMPL3, while an SVSM runs in VMPLO.
Sections [3.2]and[.2]explain the challenges and the details of
how LoOCI achieves isolation across VMPLs. Together, these
properties make SubVMs functional computing instances
capable of running a typical guest workload (OS, apps, etc.)
while allowing efficient memory sharing of model weights
on AMD SEV-SNP.
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Figure 3: Memory permission views of VMPLs in LOCI.

Threat Model. We assume AMD hardware (including mi-
crocode and firmware) is trusted. Furthermore, we assume
VMPLO is trusted, and all SubVMs trust VMPLO. The
SubVMs establish trust in VMPLO using SEV hardware-
based attestation. SubVMs do not trust each other and
might act maliciously to compromise the confidentiality or
integrity of co-located SubVMs. SubVMs can run any code
in kernel and user mode within their VMPL. The hypervisor
is untrusted and might collaborate with SubVMs to mount
attacks against VMPLO or other SubVMs. As in the default
SEV-SNP threat model, we consider side channels out of
scope [1].

3.2. Challenges and Key Observations

We discuss the challenges we face and the key observa-
tions we make when developing LOCI.

Key Insight. To isolate mutually distrusting SubVMs, we
can consider using page-table-based isolation programmed
by an SVSM in VMPLO. This design would limit SubVMs
to user space, excluding kernel space. This limitation is
particularly problematic because our goal is to enable con-
fidential shared memory for heterogeneous devices, whose
drivers require kernel space. Instead, we use the RMP,
which the hypervisor cannot manipulate. We observe that the
RMP contains VMPL information, which we can leverage in
LocI. At first, it may seem counterintuitive to use VMPLs
to isolate workloads since they are organized hierarchically.
A lower VMPL can control the access permissions of a
higher VMPL. Intuitively, one might assume a malicious
VMPLI1 could change the permissions of VMPL2 to gain
illegitimate access to VMPL3. However, access permissions
of a numerically higher VMPL can only be altered by taking
the current VMPL’s permissions as a threshold. This implies
that VMPL1 cannot grant VMPL2 permission to access the
confidential data of VMPL3 unless VMPLI1 already has
access. LOCI is the first work that uses the key insight into
the non-strict hierarchy of VMPL permissions, which allow
us to execute mutually distrusting SubVMs in one CVM.
Previous works deemed this impossible or prohibitively bur-
densome, precluding confidential shared memory on SEV-
SNP [13], [22].

In LocT’s design, we create SubVMs by using VMPLO
to set up the memory regions of VMPL1-VMPL3 such that
they do not overlap with each other, giving each SubVM its
own private address space. Figure 3] depicts the memory per-
missions we enforce for SubVMs. To map shared memory,
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Figure 4: VMPL memory views at different stages of LOCI’s
lifecycle. (a) SubVM 1 cannot give a less privileged SubVM
executing in VMPL2 access to a region it does not have
access to. (b) SubVM 1 gives a less privileged SubVM in
VMPL2 access to a memory region that it can access. (c)
SubVM 1 removes access from a memory region belonging
to a less privileged SubVM in VMPL2.

VMPLO exposes an API to the VMPLs in a way that the
SubVMs can dynamically request shared memory regions.
Apart from memory view management, LOCI has to support
the execution of multiple SubVMs housed within a single
CVM. This deviation from the norm requires adapting the
existing software stack, as we summarize next.

SVSM. The Coconut SVSM implementation on which we
build is designed to provide services to one guest kernel
per CVM [15]]. Thus, Coconut cannot boot more than one
guest OS and lacks the API to enable memory sharing
between SubVMs. LocI, which builds on top of Coconut,
must manage up to three kernels and securely assign their
private and shared memory.

Guest OS. Guest OSes typically use a stub loader to cre-
ate the memory map and scan the hardware information
(e.g., ACPI tables) during boot. UEFI stub loaders such
as EDK-II assume they have nearly full control over the
physical address space. During boot, EDK-II starts in real
mode and requires physical pages below 1 MiB and 4 GiB
while transitioning to long mode. While this holds when
booting one kernel per CVM, it does not hold when booting
multiple SubVMs per CVM as we do in LocCI. Thus, LOCI
must meet these requirements and assign each VMPL the
pages necessary for system boot. Other techniques, such as
virtualization and nested virtualization, offer each instance
an isolated virtualized physical address space. In contrast, in
Loct, multiple instances share a physical address space, and
isolation happens through the RMP. We must accommodate
the shared address space and create a new stub loader
compatible with existing operating systems.

Guest User Space. Our design ensures that LOCI’s changes
are fully transparent to user space. User space is not aware
of any changes made at the SVSM or OS level and can
leverage shared memory regions as normal files. In other
words, user-space stacks and applications do not need to be
recompiled or rewritten to benefit from LOCI.

4. Design

We explain our design for creating and isolating Sub-
VMs.



4.1. Locr’s Lifecycle

We introduce the SVSM and SubVM lifecycles in LOCI.

SVSM Boot and Attestation. Typically, to boot an SEV-
SNP CVM, the cloud provider obtains the CVM image from
the tenant and loads it into memory. Then, it invokes SEV-
SNP APIs to encrypt, attest, and boot the CVM. With LocI,
this flow remains intact. The difference is that VMPLO
software is now within the TCB and controlled by a trusted
entity (e.g., AMD). This design is similar to Arm CCA
and Intel TDX, where the RMM or TDX Module is under
the control of the hardware manufacturer. As in the default
SEV-SNP startup process, the cloud provider invokes the
SEV-SNP firmware to place a VMPLO image in encrypted
memory and boots it.

Setting Up and Spinning Up SubVMs. With Loci, the
tenants can have up to three SubVMs within one CVM. The
SVSM spins up one SubVM per VMPL, for a total of three
SubVMs, each with a custom CVM image that can differ
across VMPLs. Because the SubVMs are mutually distrust-
ing, LOCI spins up each SubVM in a dedicated VMPL and
restricts its memory accesses to dedicated memory regions
(see Section [4.2)). Here, we explain how the SVSM sets up
and spins up the SubVMs. Before spinning up the SubVMs,
the SVSM (a) allocates vCPUs and sets up VMSAs, (b)
duplicates and relocates SubVM images, and (c) sets up the
per-SubVM memory maps. As we discuss in Section [4.3] for
efficient SubVM scheduling, the SVSM allocates multiple
vCPUs for each CVM. Once these vCPUs are set up, the
SVSM populates the VMSAs with the initial register states
for each of the SubVMs. Next, the SVSM needs the SubVM
images that it should spin up.

The tenant includes SubVM images in the initial CVM
configuration, which is loaded into the CVM memory as
part of the boot process. The SVSM duplicates this initial
image for each SubVM that it spins up. Alternatively, the
SVSM can expose an API to the hypervisor to dynamically
load the images.

To ensure mutual isolation between the SubVMs, the
SVSM relocates the SubVM images into non-overlapping,
dedicated SubVM memory regions. Finally, the SubVM OS
needs to know where its dedicated memory region resides.
To facilitate this, the SVSM builds a per-SubVM memory
map that it provides as part of the boot process. After setup,
the SVSM spins up the SubVM using the standard guest OS
initialization process.

To establish trust in the SubVM, we rely on the trust that
we establish in the SVSM during the initial CVM boot using
attestation. Because the SVSM is trusted, we can trust it to
correctly set up and spin up the SubVM. Subsequently, the
SubVMs use vITPM-based attestation provided by the trusted
SVSM to validate their memory and startup configurations.

What Runs in a SubVM? SubVMs are like CVMs with
one important difference: they share the same guest physical
address space. With Loc1, SubVMs can run any modern OS
capable of booting in a CVM. For functional correctness, the
only requirement is that the OS must adhere to the memory
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Figure 5: (a) Naive vCPU allocation resulting in sequential
SubVM execution. (b) Locr’s vCPU allocation resulting in
concurrent SubVM execution.

map given by the SVSM. To enable the execution of three
SubVMs in a single CVM, LOCI creates a unique memory
map per SubVM. This memory map ensures the correct
functioning of benign SubVMs, as it prevents them from
accidentally accessing and corrupting each other’s memory.
We observe that all modern operating systems (e.g., Linux,
Windows, OpenBSD) fulfill the requirement and adhere to
the SVSM-provided memory map.

4.2. Inter-SubVM Isolation

In our threat model, SubVMs in a CVM are mutually
distrusting and might try to read from or write to each
other’s memory as they share the same guest physical ad-
dress space. To prevent such malicious memory accesses,
Locrt enforces the isolation guarantee that a SubVM can
never read from or write to the private memory of another
SubVM.

To ensure this guarantee, we use our insight that each
VMPL has a page-granular view of memory (including rwx
permission bits). The SVSM programs the VMPL views
such that the VMPLs only have access to strictly non-
overlapping memory regions. Upon CVM creation, all CVM
memory is inaccessible to VMPL1-3. As part of spinning
up a SubVM (Section [4.T), the SVSM sets up the SubVM’s
private memory regions. With this, each SubVM can only
access a subset of the SVSM-allocated guest physical mem-
ory (Figure [3). The SVSM ensures that the SubVMs’ private
memory is set up correctly with non-overlapping addresses
at spin-up.

4.3. SubVM Scheduling

In the default virtualization setting, the hypervisor nor-
mally maps one virtual VM core to one vCPU. With SEV-
SNP and VMPLs, at any given point in time, each CVM
vCPU can only execute in one VMPL (Section ; that is, the
VMPLs temporally share the vCPUs. In the baseline SVSM
configuration, one CVM executes an SVSM in VMPLO and
an enlightened guest (e.g., GNU/Linux OS with user-space
applications) in another VMPL. When a guest is executing,
it can send synchronous requests to the SVSM. To service
these requests, the guest instructs the hypervisor to switch



the VMPL on the vCPU to VMPLO such that the SVSM can
execute. Therefore, there is never a case where the guest and
the SVSM need to execute in parallel and compete for the
vCPU. This default setting is compatible with temporarily
sharing the vCPU between the SVSM and the guest.

With Locl, we run three SubVMs in three different
VMPLs. The default mode of temporally sharing vCPUs
between the VMPLs now poses a problem because it forces
the SubVMs to share the vCPUs. Because the vCPUs can
only execute one VMPL at a time, the SubVMs might need
to wait to obtain a vCPU to execute on. For example, in
the worst case, if the CVM only had one vCPU, then the
SubVMs would need to execute sequentially as shown in
Figure [5(a). This competition between the SubVMs for the
limited vCPU resource leads to performance degradation.

To remedy this issue, we observe that if we assign
dedicated vCPUs to the SubVMs, then they can run in
parallel on the available physical cores. In LOCI, the Sub-
VMs are identical and execute the same SubVM image.
So, to ensure that SubVMs can run on dedicated vCPUs,
we use the SVSM to request the hypervisor to triple the
number of vCPUs allocated to the CVM. Once the vCPUs
are allocated, the SVSM ties each one exclusively to one
SubVM. With our solution, the SubVMs can execute in
parallel (Figure [5(b)).

Having established how LOCI enables SubVMs to ex-
ecute concurrently on dedicated vCPUs while maintaining
strict isolation, we now detail the mechanism that allows
SubVMs to securely establish confidential shared memory.

4.4. Memory Sharing

To support confidential memory sharing, the SVSM
maintains an access control list of active shared memory
regions. Each SubVM can create a shared memory region
and configure the access permissions for other SubVMs for
the respective region. Subsequently, the other SubVMs can
query the available regions through the SVSM API and
request the SVSM to map the regions into their physi-
cal address space. To map the respective memory in the
SubVM’s address space, the SVSM uses the RMPADJUST
instruction to manipulate the RMP such that it reflects the
software-defined configuration. If a SubVM wishes to stop
having access to the shared memory region, it uses the same
interface with the SVSM. Should no SubVM have access to
a shared memory region, or in other words, if its reference
count drops to zero, the SVSM deletes it and adds the
memory to the pool of usable memory or assigns it back to
the original SubVM. To facilitate the sharing of read-only
memory regions, such as LLM models, the SubVM creating
the region can configure the region such that it does not have
write access to the memory after creating the shared memory
region. To validate the authenticity of the shared memory
region content, the mapping SubVM gets an authentic hash
of the shared memory region provided by the SVSM. This
ensures that the read-only shared memory region content is
benign and contains the expected data (e.g., LLM model
weights).
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Figure 6: Example of memory partitioning in LOCI.

LocI does not limit the number of memory regions,
meaning it can support an arbitrary number of shared mem-
ory regions between SubVMs.

4.5. Attaching Accelerators to SubVMs

Besides having shared memory regions on the processor
cores, LOCI can also leverage AMD SEV-TIO to use accel-
erators with SubVMs [18]]. For this, we use the following
observations. With TIO, VMPL 0 can configure VMPL 1-3
to be attached to dedicated accelerators. When an accelerator
is attached to a VMPL, the accelerator sees the same view
(e.g., access permissions) of host memory as its VMPL.
More importantly, the accelerator can now directly access
encrypted VMPL memory, removing the need for expensive
bounce buffers [23]], [24]. LoCI’s design, which runs each
SubVM in a dedicated VMPL, aligns perfectly with the
SEV-TIO model that allows attaching accelerators at VMPL
granularity. The SVSM mediates accelerator attachment and
vIOMMU paging for the SubVMs. Once the SVSM com-
pletes attachment, the SubVMs start executing accelerator
drivers in kernel space so that applications in user space can
use the accelerator (e.g., for GPU-based LLM inference).
Locr’s choice of using VMPLs satisfies this requirement
and provides each SubVM with dedicated kernel and user
spaces.

5. Implementation

We use COCONUT-SVSM (Coconutﬂ [15]], an indepen-
dent open-source SVSM for AMD SEV-SNP, as the base
implementation for LocCI’s trusted SVSM. We add 3717
LoC to Coconut to support SubVM management and confi-
dential memory sharing. Of those 3717 added lines, 35% are
comments, headers, and blank lines. We use Linux v6.8.0
as the kernel and BusyBox 1.36.1 for the root filesystem of
the SubVM (guest) and hypervisor (host) operating systems.
We choose Linux for its extensive feature set, but other
lightweight operating systems (e.g., unikernels) can also run
in SubVMs.

1. We refer to COCONUT-SVSM as Coconut.



5.1. LocI1 Setup

Our base implementation, Coconut, runs in VMPLO and
manages one guest running in a numerically higher VMPL;
it does not support booting multiple OSes in the CVM.
Loct changes Coconut to support running multiple mutually
isolated guests (SubVMs) in dedicated VMPLs (VMPL1-
VMPL3). Further, LocCT partitions vCPUs and memory be-
tween SubVMs with 3010 added LoC.

vCPU Allocation. vCPUs let the hypervisor schedule cores
for SubVMs. In Loci, each SubVM has a dedicated set of
vCPUs. At CVM boot, the SVSM runs its initial code in
VMPLO on the only active vCPU. After completing its own
initialization, the SVSM requests additional vCPUs for the
SubVMs. For example, if each SubVM requires eight cores,
the SVSM allocates 23 more vCPUs, bringing the total to 24
vCPUs for the CVM instance. Initially, all vCPUs boot into
the SVSM code, meaning the CVM has 24 vCPUs with
only VMPLO initialized. Once all vCPUs are created and
initialized, the SVSM partitions memory in preparation for
SubVM execution.

RAM Allocation. Each SubVM has a dedicated memory re-
gion that is isolated from the memory of other SubVMs. The
SubVM’s memory region contains the kernel image used
during spin-up, the initramfs, and general-purpose memory
that the SubVM can use. To function correctly, x86 OSes
require access to certain address ranges that the SVSM must
partition and allocate to each SubVM.

Since x86 starts executing in real mode, it can only
access memory below 1 MiB. During the boot process, x86
transitions to protected mode, where it can access memory
up to 4 GiB. Finally, it transitions to 64-bit long mode,
where it can access all memory. To run in the real and
protected modes during boot, Linux needs at least a few
pages of memory below 1 MiB and ~ 100 MiB of mem-
ory below 4 GiB. For instance, the application processor
(AP) startup memory from Figure [6] must be in memory
below 1 MiB to be accessible in real mode during SubVM
startup. The SVSM isolates each SubVM’s memory using
RMPADJUST. Concretely, for each SubVM’s memory, the
SVSM programs the RMP with r-w-x permissions for
VMPLO (SVSM) and the VMPL that the SubVM runs in.
Further, the SVSM configures no access (- - -) for other
VMPLs (Figure [6). Once the memory isolation is set up, the
SVSM builds a memory map for each SubVM in which it
marks inaccessible memory (i.e., other SubVMs’ memory)
as reserved in the RMP. This ensures that the OS does not
perform invalid accesses during benign operation. As a last
step, the SVSM passes the memory map to the SubVMs as
part of the spin-up protocol by changing the bootloader.

SubVM Bootloader. Generally, before an OS boots, a small
piece of software executes, acting as a stub to abstract the
hardware interface to the OS. Normal SEV-SNP CVMs use
EDK-II as the stub for Linux. EDK-II bootstraps the proces-
sor core from real mode to protected mode and initializes
the firmware structure. It also detects the memory layout and
parses it such that the OS can eventually process it. EDK-

II consists of around 1.5 million lines of code to support
a variety of use cases and boot flows. However, EDK-II
assumes access to the entire guest physical memory and is
written using a complex callback structure, which makes it
non-trivial to use during SubVM boot.

Thus, we develop a custom bootloader and boot protocol
for SubVMs. Our bootloader consists of 1012 LoC (of which
895 are written in assembly) to transition the vCPU core
from real mode to protected mode. Our bootloader passes
the SVSM-generated memory map and other management
data directly to the SubVM OS. The management data
includes the kernel command-line arguments, the kernel ex-
ecutable image in memory, and the address of the SubVM’s
initramfs. Our stripped-down version narrows the EDK-II
interface and mitigates EDK-II-based interface attacks [25]].

SubVM Spin-Up. Once our bootloader finishes executing,
it passes control to the SubVM. We use Linux as the OS
for SubVMs and change its initialization process with 1013
LoC to ensure compatibility with LOCI. We change Linux
to always use the memory map from the SVSM. However,
some legacy features that are not used in a virtualized setting
do not respect the memory map. These features cause Linux
to probe memory regions (e.g., the Extended BIOS Data
Area and legacy DMA buffers) that are not in the memory
map, causing the probes to fail. To prevent these failures,
we modify Linux to strictly respect the memory map and
avoid these probes. Apart from this, we do not change the
Linux boot process.

5.2. SubVM Memory Management

We implement memory isolation and provide shared
memory access for the SubVMs with 707 LoC.

Memory Isolation. To isolate SubVM memory and ensure
functional correctness, the SVSM tracks the permissions of
all guest memory. We use an access control list (ACL) with
an entry for each memory region (one or more 4 KiB pages),
containing its per-SubVM permission mask (Figure [6) and
a reference count. The SVSM keeps the ACL entry of a
region in sync with the permission field of the SEV-SNP
RMP entries covering it. The RMP enforces the actual
hardware protection of the memory region. Consequently,
all permission checks besides those involved in changing
the permissions of a region are handled directly by the
hardware without any involvement of LOCTI; this approach
has no performance penalties compared to default SEV-SNP
CVM operation with only one guest.

Shared Memory. For shared memory regions, the SVSM
dynamically increments or decrements the reference counts.
This ensures that the region cannot be changed and access
to it cannot be restricted while a SubVM uses it. For
performance, LoCI’s SVSM issues SEV-SNP UMSMASH
requests to the hypervisor so that shared memory regions
use 2 MiB RMP mappings instead of 4 KiB ones, speeding
up permission changes.

New SVSM API Calls. The SVSM specification defines
a secure interface for the SVSM to provide services to



TABLE 1: New SVSM API calls for LocCI.

SVSM API Call Description

CREATE_SHARED_REGION Requests the SVSM to create a new

shared memory region

GET_REGION_INFOS Queries the SVSM about shared memory

information (e.g., size, memory address)

GET_AVAILABLE_REGIONS Queries the SVSM about shared memory

regions accessible to the calling SubVM

GET_REGION_PERMISSIONS Queries the SVSM about the permissions

of a shared memory region

REGISTER_SHARED_REGION Informs the SVSM that the shared memory

region is now in use by the SubVM

RELEASE_SHARED_REGION Informs the SVSM that the shared memory

region is no longer used by the SubVM
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Figure 7: Communication between SubVM user space and
VMPLO in LocCI.

enlightened guests running in other VMPLSs [|19]. By default,
only a single VMPL may run at a time on a given vCPU, and
so interface calls in the specification are not bidirectional;
the relationship between the guest and the SVSM is similar
to a client-server relationship. To issue an SVSM API call,
the SubVM sets the CPU’s rax register to the identifier
corresponding to the call. The SubVM may pass additional
parameters in the rcx, rdx, and r8 registers depending
on the request semantics. Once the registers are set up,
the SubVM requests the hypervisor to switch execution to
VMPLO through a Non-Automatic Exit Event [26], transfer-
ring control to the SVSM. The SVSM handles the requests,
updates the registers with the results and a status code
indicating success or failure, and transfers control back to
the calling SubVM. During this flow, all the confidential
data remains within the SubVM’s address space and thus
inaccessible to other SubVMs or the hypervisor.

We implement six new API calls between the
SVSM and SubVMs (Table [I). SubVMs use the GET_*
APIs to fetch information about the shared mem-
ory region as part of the discovery process. When
the SubVM uses the memory region, it informs the
SVSM via REGISTER_SHARED_REGION such that the
SVSM can increase the reference count in the ACL.
When a SubVM wishes to opt out of sharing, it uses
RELEASE_SHARED_ REGION, which results in the SVSM
decrementing the reference count. We implement these APIs
as extensions to the SVSM interface by changing Coconut’s
request-handling routines and Linux in the SubVM [[19].

Exposing Shared Memory to User Space. Using a kernel

driver (1139 LoC) in the SubVM, we expose shared memory
regions as character devices to user space. The kernel drivers
use the Loc1 API calls from Table [I] to obtain information
about the shared memory regions as shown in Figure
Further, we implement the Linux file API on top of the
shared memory region. This allows processes to use shared
memory regions as if they were files. More precisely, the
user can map the file with mmap or read it with fread.
This requires no changes to the application logic as long as
the application accepts a file as an input argument. When
the SVSM notifies the SubVM of a shared memory update,
we need a mechanism to check that no operation is currently
using the shared memory region before the SubVM can
gracefully relinquish it. We implement this mechanism by
storing the number of currently open file references to the
shared memory region. To do this, our kernel module hooks
into each open and close operation of the character device
and increments or decrements the count, respectively. The
kernel module acknowledges the SVSM’s update notifica-
tion when the reference count is zero.

6. Security Analysis

Loct defends against adversaries in our threat model.
The threat model considers a malicious SubVM and/or a
malicious hypervisor. However, we explicitly exclude side
channels in line with the SEV-SNP threat model.

SVSM Boot. The hypervisor can try to launch a CVM
with a compromised SVSM by modifying the boot image
or memory configuration. If the hypervisor modifies the
boot image or alters the initial memory configuration, the
expected and reported attestation measurements will differ,
and the SVSM will detect the tampering.

SubVM Creation. An attacker can try to use the SVSM to
launch compromised SubVMs. However, this is prevented
because the SVSM is part of the trusted computing base
(TCB) and its integrity is verified through attestation. An
attacker may also try to supply the SVSM with malicious
SubVM images. Such attacks can be prevented by including
the SubVM images in the initial CVM memory measured for
the attestation report. Alternatively, the tenant can supply the
SVSM with the image, and subsequently, the SubVM can
attest itself using SVSM APIs. A tenant whose SubVM runs
in VMPL1-VMPL3 can query the SEV firmware running on
the security coprocessor to attest VMPLO (the SVSM) and
subsequently use the SVSM API to attest the SubVM. Thus,
a malicious hypervisor cannot break this chain of trust.
Runtime. A malicious SubVM can try to access the memory
of other SubVMs or the SVSM, but our mutual isolation
guarantee ensures that this does not happen. The SVSM’s
RMP configurations ensure that the hardware blocks such
malicious accesses. The SubVM cannot modify its RMP
permissions and thus cannot circumvent the protection.

A more privileged SubVM can revoke the memory
permissions of a less privileged victim SubVM (see Fig-
ure [4[c)). This revocation leads to a nested page fault sent to
the hypervisor and stalls the execution of the victim SubVM.



TABLE 2: LLM models used to benchmark LocCI.

Model Name URL Size Vendor
granite-3b-code-base.Q4_K_M [27] 28] 2 GB IBM
granite-8b-code-base.Q4_K_M [27] [29] 5 GB IBM
granite-20b-code-base.Q4_K_M [27] [30] 12 GB IBM
gemma-3-27b-it-q4_0 [31] 132] 17 GB Google
qwen2.5-coder-32b-g4_k_m [33], [34] [135]) 20 GB Qwen
mistral-small-3.1-24b-q8_0 [36] 137] 25 GB Mistral
phi-4 [38] [39] 29 GB  Microsoft
Ilama-4-Scout-17B-16E-1Q2_XS [40] [41]) 33 GB Meta

The hypervisor might forward this page fault to the SVSM.
The SVSM detects the malicious permission revocation
and identifies the malicious SubVM for shutdown. If the
hypervisor does not forward the page fault, we see that this
is equivalent to a denial-of-service attack, as the SubVM will
never make progress. Denial of service from the hypervisor
is outside our threat model. Therefore, malicious permission
revocation attacks do not compromise the security of LOCI.

A malicious SubVM can give a less privileged SubVM
access to its own memory region (see Figure [db)). By
granting such access, the malicious SubVM can try to launch
code-injection attacks on the victim. However, the injected
memory will never be mapped in the victim’s page tables
and therefore will never be used by the victim, thwarting
such attacks. For this attack to be successful, the malicious
SubVM must first modify the victim’s page tables to insert
mappings to the injected memory. We observe that an at-
tacker capable of modifying page tables can also perform
the same code injection using other methods (e.g., network
packets), rendering the baseline vulnerable.

With Locl, all SubVMs execute in dedicated VMPLs of
the same CVM and therefore share the same guest physical
address space. A malicious SubVM can try to abuse this
to break our memory isolation guarantee by accessing other
SubVMs’” memory stored in shared caches. However, SEV-
SNP tags all CVM memory with VMPL information in
the RMP and TLBs. The SEV-SNP hardware checks all
memory accesses against their originating VMPL. So, the
hardware will stop accesses from a SubVM executing in
its dedicated VMPL when it tries to access a cache line of
another SubVM executing in a different VMPL. When an
SVSM shrinks shared memory regions and revokes SubVM
access permissions, a malicious SubVM can try to use stale
TLB entries to access the revoked memory. With LOCI, the
SVSM flushes the TLB entries across all SubVMs to stop
such attacks.

7. Evaluation

We evaluate the memory-sharing mechanism of LOCI.
We focus our evaluation on the performance benefits of
sharing LLM models in memory. Concretely, our evaluation
answers the following questions:

RQI:
RQ2:

How fast is confidential memory sharing?
Does LOCI reduce memory capacity require-
ments?

TABLE 3: LLM loading times and memory requirements
for LocI.

Model Time Memory (MiB)
Load  Share Baselin Locl Reduct-
() (ms) aseline ion (x)
granite-3b 175 380 712281  3058.71 2.33
granite-8b 402 884 14464.08  5154.10 2.81
granite-20b 1072 2322 36819.57  12370.31 2.98
phi-4 25.52 53.12 8459490 28671.72 2.95
RQ3: Does LocCT impact performance?

RQ4: Can LocI benefit from the memory hierarchy?

7.1. Setup

We run the experiments on a dual-socket system with
AMD EPYC 9334 32-core 3.9 GHz Zen 4 processors
and 384 GiB of RAM. The processors use microcode
version 0x0a101148. The hypervisor boots Linux ker-
nel v6.8.0. For QEMU, we use version 8.2.0 with the
patch version provided by the Coconut project (commit
260df2b36be). To assess the performance impact of
Locr’s confidential shared memory, we benchmark the in-
ference speed of various LLMs. We use 1lama-bench,
commit 39509fb, as the inference engine [42]. We only
use the CPU (i.e., no accelerators and no GPU passthrough)
for inference. We select the models based on their size and
release dates and evaluate all models shown in Table 2

We benchmark the baseline (CVM7, CVM3) and LoCI
(SubVM;, SubVM3) with one and three concurrent VMs
and SubVMs, respectively. We execute the benchmarks as
follows. First, we load the model into memory: either into
a shared memory region when evaluating LOCI or into an
empty RAM disk when evaluating the baseline. The memory
we use for the model is equal in size in both cases (base-
line/LOCI). We execute ten iterations of 1lama-bench,
generating 1024 tokens per iteration, to reduce the effects
of noise in individual runs. We choose 1024 tokens to ensure
that the experiments run long enough to provide meaningful
results, irrespective of the model size. To evaluate perfor-
mance, we measure the inference speed in tokens per second
(tok/s). For each run, we read the performance counter
values every 20 seconds. We disable preemption on the
core allocated to the VMs, ensuring that no other processes
pollute our measurements. Additionally, we pin each VM’s
vCPUs to different physical cores, ensuring that each vCPU
is only ever scheduled on a single physical core. We further
disable SMT.

7.2. Impact of LoCI

Locr adds 3717 LoC to VMPLO, bringing the total
shared TCB to 24911 LoC, a 17.53% increase over the
CVM baseline. We measure the impact of LOCI on SubVM
memory usage and LLM inference performance.

RQ1: Confidential Memory Sharing between SubVMs.
To share the model, we have to map the pages using RM-



PADJUST. Mapping a 2 MiB page and executing RMPAD-
JUST on it takes 9390 cycles on average, corresponding to
3.8 us. The time required to create a shared memory region
increases linearly with the size of the region. Most of the
cost is due to the RMPADJUST instruction, explaining this
linear increase even for regions as small as 4 MiB. Using
RMPADJUST on a 30 GiB region (e.g., for phi-4) takes
75 ms. With LocI, sharing an LLM model is 464 x faster
on average than loading it sequentially from disk for each
SubVM. If loading can happen in parallel, our design saves
I/O bandwidth.

RQ2: Memory Reduction. Next, we evaluate
llama.cpp’s impact on the overall system memory
pressure in the different scenarios. LOCI shares the LLM
model across SubVMs and so reduces the LLM memory
requirement by a factor of 2.77 on average compared
to baseline CVMs (Table [3). The KV cache and the
operating system memory, which varies from 48.56 MiB
to 342.22 MiB for the benchmarks in Table [3] are still
duplicated for different SubVMs. For large LLM models,
the LLM model weights dominate the memory footprint
as the additional memory used to perform the inference is
only a few hundred megabytes. For smaller models, we see
that the memory used for inference has a higher impact
on the memory footprint, thus slightly reducing the gains
that we see for Locl. However, for smaller LLM models,
cache sharing benefits arise, which we discuss later in
Section

RQ3: Performance Evaluation. We benchmark eight pop-
ular LLM models on a configuration with eight vCPUs
(Table [2). To evaluate the performance of LOCI, we use
two baselines: we run one SEV-SNP CVM (CVM;), and
we run three SEV-SNP CVMs in parallel (CVM3). We
compare these baselines to two LOCI setups where we
run only one SubVM (SubVM;) and where we run three
SubVMs in parallel (SubVM3). Figure [§]shows the inference
performance of LOCT for the eight models. Overall, we find
that LoCI performs 0.72% better on average than the default
CVM baseline.

7.3. Detailed Core Performance Analysis

We analyze the impact of LOCI’s design on performance.
Figure 8| shows that LOCT’s performance is, on average, the
same as that of the baseline. Table 4] shows the performance
counters for the setup with eight vCPUs per instance. Next,
we explain how AMD’s memory hierarchy impacts LOCI.
RQ4: Impact of CCX Crossing. Our benchmark on a
configuration with eight vCPUs aligns naturally with the
core complex die size of current AMD CPUs [21]]. Thus,
we run the three VMs on three different CCX blocks in the
baseline (Section E]) For Locl, we execute the three Sub-
VMs on three different CCX blocks. This may cause cross-
CCX overhead when accessing shared memory. However,
since the model is read-only, we do not observe performance
penalties from this aspect. This is because the read-only
memory cache lines will always be in a clean state, meaning

they are in sync with DRAM. Thus, a core accessing the
LLM model within one CCX does not need to probe all
CCX caches for the latest data; it can instead fetch the data
from DRAM, which is faster [21].

RQ4: Impact of CCX Sharing. To achieve optimal perfor-
mance, AMD recommends that users avoid crossing CCX
boundaries when running memory-intensive workloads [21]].
Therefore, we also test the inference performance of LOCI
against the baseline when the underlying physical cores run-
ning each instance all belong to the same CCX. Specifically,
we test the configuration where each VM has two vCPUs,
and all three VMs/SubVMs run on the same CCX. We
use the Granite 3b model for this experiment because it is
performant even with two vCPUs, while the larger models
are not. In the benchmarking setup, we repeat the 1024-
token generation step 100 times. The rest of the experimental
setup is identical to the one in Section

Compared to the baseline, LOCI benefits from a lower
median L3 miss latency (Table[3)). Both the L3 and L1 miss
rates are also lower, as indicated by a higher cache hit rate
(DC fills from same CCX) of 28.4 per thousand instructions
(PTI) compared to the baseline with only 25.8 PTI and
L1 DTLB misses of 0.4 vs 0.6 PTI. The higher cache hit
rate decreases the memory bandwidth from 68 GiB/s in the
baseline to 30.9 GiB/s for LocCI, reducing overall system
memory pressure. Additionally, the token generation rate of
Loct instances is higher than that of the baseline. The token
generation rate increases by 9.36% in the triple-instance
setup due to caching. Concretely, the token generation rate
for Loct SubVM3; is 10.3 tok/s compared to 9.4 tok/s for
the baseline CVM3.

GPU Benchmarking. AMD announced SEV-TIO; how-
ever, no publicly available devices support it. Thus, we
are unable to run SEV-TIO GPU benchmarks. However,
1lama.cpp natively supports GPU backends. TIO allows
a compatible GPU, when available, to be attached directly
to a SubVM [18]. Current GPU benchmarks are imper-
fect predictors of SEV-TIO performance. Factors such as
VMPL I/O TLB usage, I/O port exhaustion, and other
macroarchitectural effects cannot be meaningfully bench-
marked without TIO hardware. Thus, we intentionally do not
benchmark LoCI with non-TIO settings on a GPU running
in non-CC mode. LocI will be effective with GPUs, as the
absolute amount of memory shared increases significantly
with bigger LLM models. However, we do not evaluate
SEV-TIO compatibility because compatible accelerators are
unavailable at the time of writing.

As a best-effort analysis, we run LLM inference with
shared memory on two GPUs (NVIDIA H100 and NVIDIA
RTX PRO 6000). We observe no performance degradation
or improvement from memory sharing. The token generation
rates on the two GPUs are 22.77 and 26.86 tokens per
second without shared memory and 22.73 and 26.86 tokens
per second with shared memory, respectively. From these re-
sults, we infer that LOCTI likely will not induce performance
penalties when multiple GPUs share the same model weights
but will only reduce the system memory pressure. The



TABLE 4: Median pProf output for eight vCPUs. Latency is in ns, and bandwidth is in GB/s.

Instance L3 misses DC fills from (pti) L2 (pti) L1 RAM L3 misses DC fills from (pti) L2 (pti) L1 RAM
Type Model # Avg. Same Diff. Local Miss Acc. DTLB Mem # Avg. Same Diff. Local Miss Acc. DTLB Mem
lat. % CCX CCX mem miss Bw lat. % CCX CCX mem miss Bw
Locrt granite-3b 1 1304 95.6 26.3 0.0 5.0 220 63.0 04 60.5 3 141.6 95.7 255 0.0 48 222 584 04 177.9
Base granite-3b 1 133.8 95.2 24.8 0.0 5.6 21.7 60.3 0.6 59.3 3 142.7 95.4 248 0.0 59 214 59.2 0.6 175.5
Locrt granite-8b 1 1304 97.1 23.7 0.0 59 19.7 58.6 04 64.8 3 142.6 97.1 239 0.0 5.7 19.9 58.0 04 191.0
Base granite-8b 1 1343 96.8 232 0.0 6.5 19.3 59.8 04 64.4 3 144.1 97.0 23.6 0.0 62 19.5 58.1 04 189.7
Locrt granite-20b 1 129.2 97.7 375 0.0 7.6 17.8 79.8 04 64.3 3 138.8 97.7 378 0.0 74 17.9 79.5 04 188.6
Base granite-20b 1 131.0 97.7 374 0.0 7.7 17.7 80.2 04 63.6 3 140.1 97.6 378 0.0 74 18.0 79.2 04 187.8
Locrt gemma-3 1 1315 98.0 30.6 0.0 3.7 223 75.3 0.1 69.8 3 153.8 98.3 302 0.0 4.1 22.1 71.3 0.1 179.6
Base gemma-3 1 133.6 97.7 29.6 0.0 4.9 21.5 62.4 04 67.4 3 145.5 97.8 29.6 0.0 49 21.5 60.2 04 202.6
Locrt qwen2.5 1 1327 98.0 279 0.0 4.5 20.5 73.8 0.1 69.7 3 155.0 98.0 278 0.0 46 205 69.8 0.1 1752
Base 1 1324 97.8 29.1 0.0 3.5 21.6 60.8 04 68.5 3 143.6 97.9 29.1 0.0 34 21.7 60.5 04 205.2
Locrt 1 130.6 98.2 40.6 0.0 10.6 222 90.1 0.5 71.6 3 138.8 98.2 41.0 0.0 10.4 224 90.0 0.5 211.6
Base - 1 1319 98.1 41.2 0.0 11.0 220 93.4 0.5 70.6 3 142.4 98.1 40.9 0.0 10.4 225 89.0 0.5 211.2
Locrt phi-4-fp16 1 1313 98.5 1223 0.0 232 95.6 278.0 1.9 722 3 146.8 98.7 123.4 0.0 22.5 96.4 271.2 1.9 216.7
Base phi-4-fp16 1 131.8 98.4 1224 0.0 22.8 95.8 278.4 1.9 72.1 3 146.0 98.5 1232 0.0 229 95.6 270.4 1.9 215.7
Locrt llama-4 1 117.5 959 10.5 0.0 0.9 9.6 253 0.1 385 3 128.8 95.9 11.2 0.0 0.9 9.5 26.2 0.1 1145
Base llama-4 1 1193 95.8 11.0 0.0 0.5 9.9 229 0.2 384 3 1252 95.8 11.0 0.0 0.5 9.9 228 02 1153
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Figure 8: Inference performance for different vCPU configurations.

TABLE 5: Median pProf output for granite-3b with two vC-
PUs in the shared-CCX setup. Inst.: instances; lat.: latency;
Acc.: accesses; Mem Bw: memory bandwidth in GB/s.

Instance L3 misses DC fills (pti) L2 (pti) L1 (pti) RAM
Type  No.of Avg. %  Same Local Miss Acc. DTLB Mem
inst. lat. (ns) CCX  mem. misses Bw
Locr 1 113.8 95.6 26.6 33 233 623 0.4 25.6
Base 1 114.4 96.2 26.7 32 234 615 0.6 25.3
Loc1 3 116.4 96.1 28.4 1.7 239 633 0.4 30.9
Base 3 129.8 96.8 25.8 42 222 608 0.6 67.8

reduced system memory pressure may improve performance
in certain scenarios (e.g., NUMA crossing, CXL memory).
Summary. Our evaluation shows that the confidential shared
memory primitive in LOCI can efficiently reduce memory
pressure from LLM instances (RQ1 and RQ2) without
performance penalties (RQ3). In some cases, it improves
performance through better cache utilization and reduced
pressure on the memory controller (RQ4).

8. Discussion

We discuss how LOCI compares to process isolation,
how it may be used with other TEE designs, the page-
revocation limitation of existing SEV-SNP hardware, and
the composition of the shared SVSM TCB.

8.1. Loc1 vs. Process Isolation

Process isolation naturally scales to more than three
instances and uses memory deduplication more effectively
than LocCI. However, process isolation does not offer unique
and attested accelerator execution. Due to the nature of

processes, they do not run kernel drivers and thus cannot
uniquely obtain ownership of an accelerator. While the ker-
nel can pass virtual functions of an accelerator to different
processes, these instances have the kernel as their shared
TCB. Since the kernel sits between the process and the
device, the process cannot leverage hardware attestation.

Loct trades the more effective memory deduplication of
processes for a more compartmentalized architecture and a
smaller shared TCB. Each SubVM can leverage SEV-TIO
and fully attest to the accelerators it uses. The SVSM shared
by SubVMs constitutes a smaller TCB than the OS kernel
shared by processes.

8.2. Extending LocCI beyond SEV-SNP

LocIt makes use of the VMPL feature of SEV-SNP to
enable efficient memory sharing between potentially dis-
trusting guests, as explained in Sections [3.2] and £.2] Intel
TDX supports CVMs in the form of TDs. TDX relies on
nested virtualization for its L2 TDs and does not have a con-
cept similar to VMPLs. Thus, LOCI does not directly apply
to TDX. Instead of RMP-based isolation across VMPLs in
AMD SEV-SNP, TDX isolates L2 VMs using page tables
that are programmed by the L1 VM. In TDX, page tables
are protected and cannot be modified by the hypervisor, so
they are sufficient to isolate distrusting L2 VMs.

Arm CCA supports executing Planes inside a CVM.
Each plane may host a SubVM. Therefore, Planes in Arm
CCA are similar to SEV-SNP VMPLs, but the number of
planes is implementation-defined according to the Arm CCA
specification. Thus, LOCI is also applicable to Arm CCA.
Alternatively, the RMM could map the same page into
different CVMs as shown by prior work [22].



8.3. SubVM Page-Revocation Limitation

On existing SEV-SNP hardware, a SubVM in a numer-
ically lower, more privileged VMPL can use RMPADJUST
to revoke page permissions of a SubVM in a numerically
higher, less privileged VMPL. This can stall the victim
SubVM and constitutes a cross-SubVM denial-of-service ca-
pability, although it does not grant the attacker access to the
victim’s private memory. When the hypervisor forwards the
resulting nested page fault to the trusted SVSM, the SVSM
can detect the revocation and stop the offending SubVM, as
discussed in Section [6] This response does not prevent the
initial disruption, and a malicious hypervisor can withhold
the fault or refuse to schedule the victim. Consequently,
Locr preserves confidentiality and integrity but does not
guarantee availability against such attacks; hypervisor denial
of service remains outside our threat model.

8.4. Shared TCB

Of the 3717 lines we add to the shared TCB, only 2396
contain code; the remainder are definitions and comments.
Of those 2396 LoC, 1913 are necessary to support our
boot protocol and boot three distinct SubVMs in one CVM.
This code also duplicates data structures already present in
Coconut (e.g., boot control blocks and €820 memory maps).
Since our SVSM is written in Rust, we can guarantee the
absence of typical memory safety errors unless we use the
unsafe keyword. Throughout the codebase, we use unsafe
15 times exclusively for boot code that needs to parse low-
level tables (e.g., ACPI) and boot information. The memory-
sharing code accounts for only 483 effective LoC and does
not use any unsafe keywords. Since the boot code is only
active during SubVM initialization, the effective shared
TCB increase, reachable by potentially untrusted SubVM
programs, is only 483 LoC.

9. Related Work

Secure Virtualization. The Turtle Project prototypes a
system capable of nested virtualization without significant
performance degradation [43]]. Several prior works have
used VMPLs on AMD SEV-SNP. Hecate is the first work
to implement an L1 hypervisor (paravisor) in VMPLO [12].
Hecate uses only two VMPLs, VMPLO and VMPLI.
Schwarz et al. build a framework to re-enable VM intro-
spection on SEV-SNP VMs [[14]], where VMPLO acts as a
trusted SVSM that the tenant can use to monitor whether
VMPL1 is compromised. VeriSMo builds a formally verified
SVSM for SEV-SNP [44]. Mei et al. use VMPLs to build a
secure KMS in VMPLO by protecting key material from a
compromised higher VMPL [45]]. Cabin separates untrusted
user-space processes from the guest OS by running them
in different VMPLs [46]. Ghosn et al. propose a generic
low-level abstraction to create high-level isolation compart-
ments [47]. They could use the insight underlying LOCI
to implement their solution on SEV-SNP. Many works aim
to provide intra-VM isolation [[13]], [48]-[51]]. While LocI

uses VMPLs, it is the first work that configures VMPLs
to map confidential shared memory regions across mutually
distrusting SubVMs in VMPL1-3.

TEEs & Shared Memory. A long line of research proposes
new TEE designs [11]], [52]-[55]]. The Keystone framework
uses RISC-V PMPs to support enclaves [52f]. Timber-V uses
memory tagging to create fine-grained enclaves on RISC-
V [53]]. Cure proposes filtering units on the bus to realize en-
claves, requiring hardware changes to RISC-V [11]. Lastly,
Sanctum proposes a hardware extension to SGX to partition
the caches to enforce stronger isolation [55]]. While these
platforms propose new TEE designs, they do not address
the problem of efficient memory sharing as LOCI does. On
the other hand, Cerberus formally models enclave memory
sharing to prove correctness [56]]. Elasticlave proposes a new
TEE memory model on RISC-V that allows secure memory
sharing; it can be used to create LOCI’s abstraction as it
supports creating read-only views [[10]. Recent works on
Arm CCA enable efficient memory sharing between devices
and CVMs [23]], [57], similar to work on RISC-V [11]], [58]].
Unlike these works, which use memory filters [10], [11],
[123[], 571, [58] and page tables [23]], [57] to enable memory
sharing, in LocI we leverage VMPLs to isolate SubVMs
and enable efficient memory sharing between them. Fur-
thermore, our memory-sharing primitive is limited to three
SubVMs but supports an arbitrary number of shared memory
regions.

10. Conclusion

Loct builds the abstraction of SubVMs on AMD SEV-
SNP based on a novel observation. We enable confidential
shared memory between SubVMs. Our implementation adds
3717 LoC and increases the shared TCB between SubVMs
by 17.53%. We show that this abstraction preserves LLM
performance while reducing memory capacity requirements
by a factor of up to 2.77. If workloads are co-located within
the same CCX, LOCI may improve LLM performance by
up to 9.36% depending on the workload. LOCI enables
confidential shared memory on existing AMD SEV-SNP
hardware without hardware or microcode changes.
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